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ABSTRACT

Additive Manufacturing (AM) as an emerging technology of Industry 4.0 requires systems 
management on 3 layers: Physical, Device and Information. Companies must fully equip themselves 
for the 4th industrial revolution by implementing management strategies to better control the 
complexities associated with the introduction of new systems. This paper provides a framework for 
the implementation of new systems that can improve the maturity of current processes within an 
organization. The introduction of new complex systems requires seamless integration between the 
three layers through the adoption of reliable software and devices. Although reliable devices and 
software has the capability to fully digitalize the AM process, human expertise is still required. The 
technology readiness level (TRL) of such system components is addressed to conclude the systems 
readiness level of AM. 
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1. INTRODUCTION

Industrial production systems are entering a new paradigm called the fourth industrial revolution or 
better known as industry 4.0 [1]. Industrie 4.0 is a current research initiative for the implementation 
of the German high-tech strategy in 2020 [2] note the spelling of the German brand. However 
Industrie 4.0 has also been adopted as a brand outside of Germany. The first revolution started with 
the introduction of steam power and hydro power, the mechanization of production systems. The 
second revolution entailed the use of electrical energy to achieve mass production. The third 
revolution started when automation excelled with the introduction of the electronic systems and 
digitalization. The fourth revolution focuses on advanced digitalization that integrates internet 
technologies with future orientated technologies [1]. The main concept of this revolution is the 
implementation of smart systems that integrates cyber-physical systems to create inter-system 
communication and automated system operation. 
This emerging revolution forces companies to start looking at management strategies on three 
levels: Physical, Device and Information. The successful adoption of these technologies and systems, 
that enhances automation, requires a full understanding of these three levels. This paper will start 
with a methodology for determining the maturity of the current technologies within an organization 
and how to approach the introduction of new systems to improve the maturity. Management 
strategies for each layer will be explained. 
A practical example looks at the process chain of additively manufactured medical implants at CRPM.

2. TECHNOLOGY READINESS LEVEL (TRL)

A full understanding of the maturity of the systems within a company must first be established before 
a management strategy can be implemented to improve such systems. One way of quantifying the 
maturity of a system is the use of Technology Readiness Level (TRL) of the components in the system.
The concept of TRL was first introduced in the 1970’s by the National Aeronautics and Space 
Administrator (NASA) and consisted of various levels that indicated the maturity of a technology [3].
The levels were refined and strengthen in 1995 which led to a detailed seven level maturity 
assessment tool being designed. This tool allowed for more effective assessment of technology as 
well as aiding in the clear communication of the current maturity of certain technologies. The one 
challenge most managers face when using this measurement tool is the correct allocation of TRL 
values to various technologies within an organization and how to use the tool further as a 
management strategy. There are nine Technology readiness levels starting from one indicating that 
the technology is at the stage where only the basic principles are researched and reported. If a 
technology is awarded a TRL level of nine it indicates that the technology is capable of successfully 
functioning as a system [3].
In order to successfully justify that an implemented systemic change actually improved the system, 
an as-is state its must be quantified before such change implementation. This quantification can be 
done by tracking the changing in TRL as the systemic change is being implemented and executed. In 
industry, companies must first identify the elements within their process flow chain that poses the 
most risk. Often the elements with the lowest TRL are still in the development phase and not yet 
mature, posing more risk.
Once the TRL’s are determined and the highest risk elements have been identified a management 
strategy is formulated to address these risks. Theory of Constraints (TOC) is often applied to 
systematically improve the TRL’s. TOC was developed by Eli Goldratt in the mid 1980’s and is a 
framework for efficiently allocating resources within an organization [4]. TOC acknowledges the fact 
that a company has limited resources at their disposal [5]. TOC is based on the concept that every 
process chain has at least one constraint. If a process chain had zero constraints the company should 
be able to produce an infinite number of products and generate and infinite amount of profit. The 
TOC process starts with identifying the largest constraint in the current system and focusing 
resources on that constraint. The current constraint is a bottleneck and thus it determines the 
throughput of the entire process. Following this logic, if more resources are allocated to improve 
this constraint to its desired performance level the throughput of the system also increases. Once 
the largest constraint is improved another constraint within the process will determine the 
throughput. Resources must then be allocated to that constraint and the entire procedure is 
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repeated. This is a continuous improvement method that systematically addresses all constraints 
within an organization [4].
This methodology is used to improve the TRL’s of elements within a process chain. The focus is first 
shifted to allocating resources to the element with the lowest TRL. Once that element reaches the
desired TRL, resources are allocated to the element with the next lowest TRL. This process is 
repeated till all the items within the process chain has reached the desired TRL. An element can 
move from one level to the next by showing a quantifiable difference in its output or management 
can use judgement or expert opinion to decide if the TRL of the item can be improved. 
Once a constraint has been identified management focuses more resources on that element. With 
Industry 4.0 the focus is not only on the physical layer component of that element, but also the 
information layer component. Ideally the element on the information layer is the digital twin of the 
element on the physical layer. But, things change on the physical layer, and the information layer 
needs to be kept up to date. So we introduce the device layer in Table 1. The device layer is just 
for vertical communication, with devices sending info from the physical layer up to the information 
layer. Such sensing devices are called sensors. Decision making on the information layer is then done 
taking into account all systems parameters. The decision is then sent down to the physical layer by 
devices called actuators, changing the physical state of the process. Ideally all decision making will 
happen on the information layer, which means that all systems parameters can be monitored by 
sensors and all decisions can be actuated by robotic or machine actuators.

Table 1: Three-layers

But in reality the human operator is still a component in this system. The human can act as a sensor, 
or as an actuator or both. In this case the human is considered an agent.

In preparation for Industry 4.0 a seamless integration between these three layers is required. The 
working and integration of these three layers are fundamental to understand and implement process 
chains in Industry 4.0 and their systems.

3. PHYSICAL LAYER

The physical layer is where the physical activities in the process chain takes place to create a 
product. When improving the TRL of an element in a process chain, change is introduced on the 
physical level. Change often includes adopting new technology and/or systems and training 
operators. However, management will be monitoring the newly introduced change, to ensure 
systems integration and prove that the TOC constraint has moved to another element. The data 
generated on the physical layer by the sensors on the device layer is then passed on to the 
information layer. But, before the next two layers can be introduced there are a few things must be 
considered. The new system or new process must work fully manually on physical level before the 
next two layers are implemented. A newly introduced system element must work without the aid of 
software or devices. Operators must fully understand what they must do and why they are doing it. 
Change management must be applied to the physical layer to ensure the workers fully accept and 
understand the reason for the change. Change management starts with the adoption of a company 
culture where continuous learning and agile thinking is promoted [6]. Only when a process chain can 
be executed manually, the process can be automated.
The refinement and testing of the physical layer ensures that the process will still be fully functional.
Then other technologies are integrated and if the software or devices fail, isolating the problem to 
the newly introduced elements. When the processes in the physical layer can function completely 
independent from the next two layers, can software and devices be introduced.  

Information layer
Device layer

Physical layer
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Remember that although the TRL of the newly introduced technology or system may be higher than 
what it replaces, its integration into the process chain may result in a lower systems TRL initially.
However, we know that the change was introduced to reach a higher TRL, hence the systems monitor 
and control requirement of the device- and information layers.  

4. DEVICE LAYER

The device layer creates a bridge for information to move from the physical layer to the information
layer. Agents are used to move the information between the layers. These agents that collect data 
from the physical layer and saves it in the information level. Decisions made on the information 
layer is executed by agents on the physical layer. Agents could be humans, but also electronic 
sensors and actuators. Agents act as interpreters between the language used on the physical layer 
and the coding used on the information layer. This transfer of data must be seamlessly. The agents 
used in the device layer is usually the employees within a company that moves information from the 
physical layer to the information layer. 
One risk associated with this level is that if the device fails there is no communication between the 
two layers that can result in the delaying of certain processes. When a device failure occurs a
business must be able to switch back to doing a task manually until the problem is resolved.  

5. INFORMATION LAYER 

All documents, numerical indicators and relevant data associated with the processes in the physical 
layer are saved in the information layer. This data is then used for decision making. The decision 
making can be by human expertise, machine learning algorithms or clone a digital twin.  Data from 
processes can also be compared to industry standards to ensure that a business is operating within 
industry standards.
All documentation can be saved in the information system. Data mining can be applied to the source 
documents to extract values and information that is used for indicators and calculations. The benefit 
associated with the information layer is that it increases the traceability of the processes within an 
organization because there is some form of digital tread being created that contains evidence of all 
operations performed and documentation received. If all decision making is done on the information 
layer, full traceability can be ensured. of the system because all documentation must be uploaded. 
Decisions to effect process changes on the physical layers are then handed to the device layer agents 
for their execution on the physical layer. 
There is a continuous movement of information between the layers and a time component associated 
with each element. For each element of the different phases of additive manufacturing these layers 
can be applied to. This paper will investigate the application of the three-layer concept to additive 
manufacturing to determine the systems readiness level as well as its contribution to Industry 4.0.  

6. APPLICATION USING CRPM 

The Centre for Rapid Prototyping and Manufacturing (CRPM) manufactures titanium implants through 
additive manufacturing [7]. The concepts explained in this paper was applied to CRPM to establish 
the requirements for an enterprise resource planning (ERP) system. The first step was to establish 
what processes within their process flow chain for additive manufacturing must be focused on. 
Design, Manufacturing and Post-processing were chosen due to the critical impact these processes. 
The three areas can be seen in Figure 1. 
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A study was done in 2017 to establish the commercial readiness for Medical Additive Manufacturing 
[8]. In this study the TRL levels of each item within the Design, Manufacturing and Post-processing 
processes were determined. The study also further evaluated what the desired TRL for each element 
is and how this desired TRL can be reached. An extract from the report showing the TRL’s can be 
seen in Table 2 below. The items highlighted in red are the items in this section of processes with 
the lowest TRL’s. This means that they are the items that poses the most risk for the company. The 
processes in red are the constraining processes. The item with the lowest TRL for this specific 
example is the powder aging, with a TRL of 3.

Table 2: TRL values

The 

desired TRL for the powder aging is 8, as established in a study done in 2017. Upon further 
investigation is was established that the TRL could be improved by having an in-house powder testing 
facility capable of determining the oxygen level of the powder. The oxygen level of the powder 
determines the quality of the powder, the oxygen level in the powder increases every time the 
powder is opened or goes through a printing cycle. According to ASTM F3001 the maximum oxygen 
content of titanium powder is 0,13% for medical implants [9].
Once the current problem is fully understood and a possible solution has been formulated the 
improved process can be placed into the three layers discussed. The results can be seen in Figure 2
below. The figure shows the activities associated with the implementation of the new system and 
the data that is stored in the information layer. 

Process Technology involved TRL
Manufacture the Implant from titanium EOS machine 9
CT scan calibration and maintenance Manual 9
Recoating EOS machine 4
Platform control Manual 9
Powder handling X-ray powder diffraction 7
Mixing and sifting Manual 9
Certificate of analysis of powder delivery Manual 9
Powder aging Manual 3
Support generation 3Matic software 8
Monitoring and setup Manual 9

Figure 1: Process flow chain
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Figure 2: Powder testing

Figure 2 shows how the three-layer concept can be applied to the receiving and testing of the 
titanium powder. All information relevant to the process is stored in the information layer and all 
activities are on the information layer. The device layer holds agents that move information between 
the physical and information layer. In this example the agents are the employees that type the 
information into a database. They move the data from one layer to the next. There is a continuous 
movement of information between the layers. The second last block in the information layer states 
that an authorisation notification is generated for an employee. This is a checkpoint where human 
judgement is needed before the process can continue. This is to ensure that the correct information 
is logged and that there are no red flags in the existing information. These red flags are issues that 
could cause a ripple effect of problems that can influence downstream activities. Only when an 
employee with experienced knowledge of the activities has seen and approved values can the 
process continue. 

The data needed for the information layer is determined by establishing what information is needed 
to ensure the oxygen level is within standard. Data mining is applied to source documents to extract 

Figure 3: Data mining [10]
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the values needed for the ERP system. In this example there are two points of data extraction. The 
data to be extracted are the supplier name, batch number and the original oxygen level. The method 
of extracting values or data mining from a document of reference is seen in Figure 3. These values 
are compared to the in-process parameter values to ensure the standards conformance. Ideally the 
information layer communicates to the physical layer in the case that the powder falls outside the 
standard. The process may not start until all the information regarding suppliers and tests are 
uploaded to the system. This ensures proof of all processes executed and aids in the traceability of 
the system. After data mining the source document is saved to the ERP system to further improve 
traceability of the system.

It is expected that the process TRL improves when the new process is seamlessly integrated with the 
existing elements in the process chain. Further confidence comes from the sustained reliability of
elemental analysis. When the desired level is reached for an element, TOC guidelines suggest that
resources can be shifted to the next item with a low TRL. The same methodology can be repeated.
The ERP system does not discard the previous item, the spotlight just shifts to the next constraint.

7. CONCLUSION 

In this paper a method for implementing a new system, that can  improve a constraint within the 
process flow chain, was formulated. The method started with idenfitying the critical processes 
within the process flow chain of an organisation. Then the TRL of every element in that process is 
determined. The item with the lowest TRL is the constraint. A possible solution must be formulated 
and decribed using the three-layer concept. Freeze windows where employee authorisation is 
needed before the process can continue is needed within the three-layer concept. From this the 
data needed for the information layer becomes clear. Data mining from source documents can be 
used to extract data for the information layer. The progression of the TRL must be tracked and once 
it reaches the desired level resources can be shifted to the next element. 
The three layer approach can be applied to elements of post processing as well. Digital twinning 
remains in the information layer, fed by the device layer, monitored on the physical layer. Machine 
learning on the information layer would adjust process parameters effecting predicted adjustments 
on the physical layer.  
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